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Security features by Microsoft 365 subscription

Microsoft 365
E3/Business
Premium

Microsoft
365E5

Enhanced Security Mode (ESM)

Helps fight against the most common zero-day threats

Microsoft Defender SmartScreen
Stay protected by blocking phishing and malware attacks

Website Typo Protection

Warn users of mistyped addresses, avoid malicious sites

Scareware blocker
Identify tech scams in real time to improve internet safety

Microsoft Edge password manager
Password storage and compromise monitoring

Secure password deployment
Deploy encrypted shared passwords to users

Microsoft Tenant Restriction V2 (TRv2)

Prevent data exfiltration across unauthorized tenants

Microsoft Purview Insider Risk Management
Identify quickly, and act upon, insider risks

Microsoft Purview Endpoint Data Loss
Prevention (DLP)

Provide tailored data protection across apps and services — as
well as both managed and unmanaged devices

Inline prompt protections

Block and monitor sensitive prompts on unsanctioned
Al sites

Watermarking
Watermark on sensitive files and sites

Protected clipboard

Restrict copy/paste actions for sensitive files and sites

Microsoft Entra Conditional Access
Control data access with Zero Trust identity-driven signals

Azure Application Proxy .

Secure remote access to on-premise applications

Microsoft Intune Mobile Application Management
Secure and manage apps across unmanaged and personal
Windows PCs and mobile devices

Enterprise grade support
FastTrack, App Assure, and Incident Management (IcM)

Microsoft 365 Copilot Chat*

Al chat with enterprise data protection

Security connectors
Integrate your authentication, data loss prevention, and
reporting solutions

Enterprise preview
Test Beta features for users in the Edge production app

Edge management service
Configurations, reporting, and Al browser controls for Windows,
i0S, MacOS, and Android

Microsoft Edge Security baselines
Enterprise-ready preconfigured settings

Q For more information, please read the Microsoft Edge for Business security whitepaper.

No
subscription
required

*Available for user signed-in with an Entra account
**Some listed features are available for individual purchase outside of Microsoft 365 subscriptions
***Not included, but can purchase a separate Azure AD Premium P1or P2 license


https://aka.ms/EdgeSecurityWhitepaper/FeatureMatrix
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